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Holger Findling, Senior Member, IEEE 

Abstract—Research has shown that performances of biometric identification systems can be enhanced 
with multi-modal fusion. Incorporating prescreening and filtering feature vector files stored in repositories 
are necessary steps to realize required speed performances. We propose the application of a fuzzy fusion 
filter to the prescreening stages of a multi-modal identification system to enhance the throughput and 
reliability of the overall system. This paper evaluates the design and performances of a generic fuzzy 
fusion filter.  

Index Terms— Multi-Modal Biometric Systems, Fusion, Fuzzy Expert Systems.  
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1 INTRODUCTION

n 1924 the FBI Identification Division was established with 

a collection of 810,000 fingerprint cards [1].  Identification 

of subjects was a manual process conducted by fingerprint 

experts; the need for computer automation became a natural 

progression with an increase in size of the fingerprint reposito-

ry and the number of searches required.  The Integrated Auto-

mated Fingerprint Identification System (IAFIS) went opera-

tional in July 1999 with a fingerprint repository in excess of 

40 million subjects.  The success of this system created much 

interest by many commercial and government institutions, 

where all share a common need for automated biometric iden-

tification systems with requirements that include high reliabili-

ty and very fast throughput rates.    

Biometric identification systems differ greatly from biome-

tric verification systems in regard to the size of the search 

space and the quality of extracted feature vectors.  In a biome-

tric verification system the quality and orientation of finger-

prints and facial features can be controlled.  However, in a 

biometric identification system the orientation and quality of 

extracted feature vectors can vary considerably; furthermore, 

it can be difficult to remove a latent fingerprint from the phys-

ical background, which may also contain patterns.  

Biometric identification systems can be classified as either 

uni-modal or multi-modal identification systems. Uni-modal 

identification systems, using either fingerprint identification or 

facial feature recognition are limited, because system reliabili-

ty becomes a function of the size of the repositories and the 

accuracy of the algorithms.  Research has shown that the False 

Match Rate (FMR) increases linearly with the increase in size 

of the repository [2].  Multi-modal biometric systems have 

been shown to improve system performances.  Recently, much 

research interest has developed in this field, including fusion 

of various modalities [3], [4], [5]. Figure 1 shows a multi-

modal biometric identification system that uses two modalities 

– facial recognition [6], [7], [8] and fingerprint matching [9], 

[10]. Latent fingerprints and facial images, which were ob-

tained from a crime scene, are processed to potentially find a 

matching template in the repository.  Since latent fingerprints 

are typically comprised of few minutiae, facial feature vectors 

(if available) can be used to enhance the search and greatly 

reduce the search space. 

The Fuzzy Fusion Filter is a critical component of this sys-

tem, enabling a fast throughput rate while maintaining high 

reliability. In the fusion process the scores obtained from the 

facial-feature matching algorithm and the fingerprint pre-

screen algorithm are fused together to produce a list of sub-

jects which is passed on to the final fingerprint matching 

stage.  The fingerprint prescreen algorithm [11] is extremely 

fast (less than 350 µsec), but by itself is not reliable enough to 

make a complete identification.  Combining the results with 

the facial recognition scores reduces the subjects in the finger-

print repository to less than 2 percent, thereby greatly reducing 

the workload on the final fingerprint matching stage. 

2 FUSION 

Fusion of data can be performed at various stages in a multi-

modal identification system.  Common fusion techniques can 

be characterized as combining attribute fusion, decision fu-

sion, and voting fusion [4].  The purpose of these fusion me-

thods is to improve reliability by elevating the matching tem-

plate to the top position.  The combining attribute method uti-

lizes a conglomerate feature vector, created from feature vec-

tors containing attributes from all modes, in a single identifi-

cation algorithm.  Decision fusion mathematically merges 

match scores generated by individual classifiers (related to 

attributes) into a single weighted score, implying the rank or 

probability of identification.  During voting fusion, a ranking 

(decision) is assigned to each entry, with final ranking based 

on the majority of output decisions [4]. The Fuzzy Fusion Fil-

ter is most closely identified with decision fusion, although its 

purpose is to produce a subset of subjects from the repository 

that includes the matching template. 

3 FUZZY FUSION FILTER 

The design of a fuzzy expert system does not require that a 

mathematical expression relate input variables to output va-
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riables. Fuzzy expert systems generate solutions from approx-

imate information instead of bivalent propositional associa-

tions.  Input variables applied to fuzzy logic are not limited to 

discrete values. Instead, the variables can assume any value in 

the interval of zero to one.  

During the fuzzification process the matchscores of the dif-

ferent classifiers can easily be normalized to fit into the fuzzy 

interval. One method to normalize match scores is to divide 

the scores by the highest match score, which is produced by 

matching the search template with itself. 

Once the matchscores are fuzzified, the fuzzy system must 

perform a transformation from input fuzzy sets to output fuzzy 

sets. A collection of rules is referred to as the knowledgebase 

or rule base of the system.  These rules determine how the 

Fuzzy Fusion Filter S maps input fuzzy sets, I
n
, to output 

fuzzy sets, I
p
. I

n 
is comprised of the input universe of dis-

course, N = {n1, … nr}, and I
p
 is comprised of the output un-

iverse of discourse P = {p1, …, pr}. S performs the transforma-

tion shown in equation 1, and is characterized as a fuzzy asso-

ciative memory (FAM) [13].   
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The Fuzzy Fusion Filter receives two input values – one in-

put from the facial feature matching algorithm and the other 

value from the fingerprint prescreen algorithm.  The fuzzifica-

tion process determines the degree of membership in the poss-

ible input fuzzy sets, I
n
.  Each input value can hold full mem-

bership in any of the eight triangles T1 through T8, in either 

trapezoid, T0 or T9, as shown in Figure 2, or partial member-

ship in any two adjacent geometric figures.  All base angles 

are 45 degrees and the adjacent sides overlap 50 percent; this 

arrangement ensures that no data distortion occurs and total 

membership in I
n
 sums to 1.0. 
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Figure 2.  Fuzzification 

 

The Fuzzy Fusion Filter output B defined in equation (2) is 

shown as being comprised of 100 fuzzy sets in Figure 3.  wm is 

the weight of the rules that map I
n
 to I

p
, and represents the 

degree of membership in the output fuzzy sets.  wi is deter-

mined by the product correlation inference and can be scaled 

by the ratio of the reliabilities of the two classifiers used. A 

classifier with greater reliability should be given more weight 

then a weaker cassifier. B is the resultant of all activated out-

put fuzzy sets. Equation (2) illustrates that each entry into the 

FAM matrix maps to at least one output fuzzy set, wiBi. How-

ever the total possible number of activated output fuzzy sets in 

B is limited to four, since all partial memberships in the input 

fuzzy sets are limited to any two adjacent geometric figures.    
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The FAM matrix in Figure 3 shows crisp values for each 

fuzzy output set Bi.  Although a mathematical relationship is 

not required to map input fuzzy sets to output fuzzy sets, the 

entries were derived from the Euclidian distance of the fuzzy 

input intervals. These values can be heuristically changed to 

optimize the performance of the system. In accordance with 

Figure 3, values for fuzzy output sets T(0,0) through T(4,4) are 

set to 0.000, since the probability of identification is below 

50%, and considered unreliable. Any additional processing for 

this candidate template can be terminated; the feature vectors 

of the search template do not match the candidate template.    
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Figure 3.  FAM Matrix 

 

In the Fuzzy Fusion Filter the defuzzification process con-

verts the fuzzy output sets into a single crisp output value; and 

this step can be combined with composition into one process. 

The composition process creates output fuzzy set B, which 

requires defuzzification to provide for a normalized output 

value Z: 
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4 TEST DATA 

The reliability of a biometric identification system is depen-

dent on the size of the repository and accuracy of the classifi-

ers used.  In order to test the Fuzzy Fusion Filter, a large repo-

sitory of fingerprint feature vectors and associated facial fea-

ture vectors is needed.  Due to the difficulties of obtaining 

such large correlated data sets, normalized match scores for 

one hundred candidates and 15,000 subjects were created us-

ing a Durham-Shuffle random generator.  The synthesized 

data sets were first created with 100 percent reliability by in-

serting the highest match scores into the candidates’ match 

score position. Additional data sets were then adjusted to pro-

duce reliabilities within a range of 50 to 90 percent.  

When the reliability of the data sets was adjusted below 100 

percent, candidate match scores were randomly selected to be 

included in the top 1500 ranks and below the top 15 rank.  For 

example, a data set with 70 percent reliability has 30 percent 

of the candidate match scores in the top 1500 ranks and below 
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the top 15 ranks.  As indicated by Figure 4, for each classifier, 

100 sets of 15,000 normalized match scores were created for 

testing purposes.  
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Figure 4.  Test Data 

 

Since  the normalized match scores were created with a ran-

dom generator, the distribution of these scores produced an 

equal number of entries in each fuzzy input set.  Therefore, the 

data sets have one hundred percent reliability at a ten percent 

filter rate.  The candidate match scores were also adjusted to 

produce data sets with one hundred percent reliability at a 20 

percent filter rate. This implies that the matching candidate is 

included in the top 3000 ranking positions versus the 1500 

ranking positions for the 10 percent filter rate. 

5 RESULTS 

The fuzzy fusion algorithm was tested with five different data 

sets, each representing one hundred candidates matched 

against 15,000 subjects.  The five data sets varied in reliability 

from 50 to 90 percent, however all matching candidates were 

included in the top 1500 ranks. The test results are shown in 

Tables 1 through 5, where the reliability of each data set is 

shown in respect to the filter rates.  

Table 1 shows that Set 1 and Set 2 are 50 percent reliable at a 

0.1 percent filter rate. This implies that 50 percent of the time 

a matching candidate was found in the top 15 ranking position 

per search against the repository. Set 1 represents the results of 

the facial feature matching algorithm and Set 2 represents the 

results of the fingerprint presceen algorithm. The Fusion col-

umn shows the results of the Fuzzy Fusion Filter applied to 

Set 1 and Set 2. 

 

 

Table 1- 50 % Reliability 

Filter 
Rate 

Set 
1 

Set 
2 

Fusion 

0.1 50 50 41 

0.5 52 52 83 

1.0 53 53 93 

2.0 55 55 100 

3.0 60 64 100 

5.0 65 73 100 

10.0 100 99 100 

20.0 100 100 100 

30.0 100 100 100 
 
 
 

Table 2- 60 % Reliability 
Filter Rate Set 1 Set 2 Fusion 
0.1 60 60 58 
0.5 61 60 86 
1.0 62 62 99 
2.0 70 65 100 
3.0 86 82 100 
5.0 99 100 100 
10.0 100 100 100 
20.0 100 100 100 
30.0 100 100 100 

 
Table 3- 70 % Reliability 

Filter Rate Set 1 Set 2 Fusion 
0.1 70 70 64 
0.5 72 71 90 
1.0 73 73 99 
2.0 76 74 100 
3.0 78 79 100 
5.0 86 85 100 
10.0 99 99 100 
20.0 100 100 100 
30.0 100 100 100 

 
Table 4- 80 % Reliability 

Filter Rate Set 1 Set 2 Fusion 
0.1 80 80 77 
0.5 80 80 95 
1.0 80 82 100 
2.0 82 84 100 
3.0 87 88 100 
5.0 100 94 100 
10.0 100 100 100 
20.0 100 100 100 
30.0 100 100 100 

 
 

Table 5- 90 % Reliability 
Filter Rate Set 1 Set 2 Fusion 
0.1 90 90 89 
0.5 90 90 96 
1.0 91 90 99 
2.0 91 90 100 
3.0 93 92 100 
5.0 96 95 100 
10.0 99 100 100 
20.0 100 100 100 
30.0 100 100 100 

 

The results suggests that the output of the Fuzzy Fusion Fil-

ter generates subsets of subjects that are one hundred percent 

reliable at a filter rate of 2 percent, when the score of the 

matching template ranks in the top 10 percent.  This implies 

that only 300 subjects need to be evaluated in the final match-

ing stage instead of the 15,000 subjects stored in the reposito-

ry.  If the matching template is contained in the repository, it 

is also included in the subset.  



4  

 

Additional tests were conducted with data sets having one 

hundred percent reliability at a twenty percent filter rate.  Ta-

ble 6 shows the results for classifiers having 70 percent relia-

bility.  The fused data is one hundred percent reliable at a five 

percent filter rate.  A decrease of three percent in the filter rate 

is realized when the matching template score is ranked in the 

top twenty percent versus the top ten percent.  It is highly un-

likely that the final matching stage could elevate a matching 

template to the top position when the prescreen stages show 

the subject in the 750
th

 place. Performance differences in 

processing latent fingerprints between the fingerprint pre-

screen algorithms and fingerprint matching algorithms are not 

great enough to significantly realize the required improve-

ments in matching capabilities to elevate a subject with a low 

rank in the prescreen stage. 

 
Table 6- 70 % Reliability 

Filter Rate Set 1 Set 2 Fusion 
0.1 70 70 61 
0.5 70 71 74 
1.0 70 71 81 
2.0 72 72 95 
3.0 74 75 97 
5.0 79 77 100 
10.0 87 86 100 
20.0 100 100 100 
30.0 100 100 100 

 

5.1 Complexity Analysis 
The Fuzzy Fusion Filter algorithm executes the fuzzification, 

inference, and defuzzification process for each search template 

matched against a template stored in the repository.  The fuzzi-

fication process requires execution of a maximum of 22 condi-

tional statements, assigning memberships in fuzzy input sets.  

This process is independent of the size of the repository and 

can be performed in constant time.  The inference process can 

be implemented with a for-loop instead of using if-then condi-

tional statements. Inference requires determining variable wi 

which maps input fuzzy sets to one hundred fuzzy output sets.  

Since the size of the FAM matrix is fixed, inference can be 

executed in constant time. Defuzzification is the only process 

that requires a division operator, and the normalization of data 

is applied to the FAM matrix in constant time.  The fuzzy ex-

pert system worst case running time, O(n), is a linear function 

of the size of the repository, n. 

The output scores of the fuzzy expert system must be 

sorted by rank to determine the top percentile of subjects.  

Subjects with scores below a cutoff threshold can be discarded 

before sorting, thereby minimizing execution cost.  Sorting is 

performed in   nn lg  and represents the highest cost in the 

Fuzzy Fusion Filter implementation.  

 

6 CONCLUSION 

We introduced in this paper, a novel fuzzy fusion filter, and 

showed its feasibility for improving performances of multi-

modal biometric identification systems.  Experimental Results, 

using one hundred search candidates and two large reposito-

ries (15,000 templates each), indicate that the search space can 

be reduced to two percent of the repository size while main-

taining 100 percent reliability.  Therefore, using multi-

modalities and a fuzzy fusion filter to minimize the search 

space reduces processing costs typically associated with the 

rigorous matching algorithms in the final stage.   

An advantage of using the fuzzy fusion filter algorithm is its 

ease of adaptability to different biometric modalities.  In com-

parison to statistical based fusion filters, the fuzzy fusion filter 

has a very low running cost and does not require a large mem-

ory space to store prescreen match scores. The FAM matrix 

used for the inference in the Fuzzy Fusion Filter algorithm can 

be easily adjusted to compensate for differences in the charac-

teristics of the biometric modalities used.  Adjustments for 

differences in reliability for the biometric modalities can also 

be implemented directly in the fuzzy filter, instead of adjust-

ing the normalized match scores in the fuzzification process. 

This capability allows optimizing the matching performance 

and throughput rates of the biometric system.  

Future biometric identification systems will require much 

greater throughput rates to meet demands of new emerging 

global economies, homeland security, and law enforcement.  

To accomplish higher throughput rates prescreen algorithms 

must be fast and can’t sacrifice in reliability; however compu-

tational speed and reliability of classifiers are not complemen-

tary. Fingerprint prescreen algorithms and fuzzy fusion filters 

are very fast in comparison to facial feature matching algo-

rithms [14, 15]. Much research is still needed to develop faster 

prescreen algorithms and indexing for reducing the search 

space of facial feature vectors.  

It should be noted that the final identification is greatly de-

pendent on the accuracy of the final matching stage.  Fusion 

algorithms can enhance the performance of multi-modal bio-

metric identification systems, but should not be used to com-

pensate for weak classifiers. 
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